MELIATPAMOTHICTb TA BE3MEKA BALLOI QUTUHU
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LLlo Take kibepbyniHr?

Ki6ep6yniHr, abo 6yniHr B IHTepHeTi — ue ymucHe ubkysaH-
HS noguHoo abo rpynoto niogen nesHoi ocobu B IHTepHeT-NpocTopi,
SIK NpaBuUo, NPOTArOM TPUBANOro Yacy.

MeTta «kibepOyniHry MoXe BIOPI3HATUCS B 3anexHocTi Big4 WOro
dopmun, ogHak B Byab-aKkoMy BUMNaZKy BOHA NOB’A3aHa i3 3aBOaHHSAM
LUKOAW iHLWIN NIOOMHI — Y nepLly Yepry, NCMXONOriyHoi, ogHaK LwKoaa
MOXe OyTu 1 MaTtepianbHOl abo (i3MYHON, SKLIO HAacubCTBO 3
OHNarH-cepeaoBMLLa Nepenae y peansHy noLUHY.

KibepOyniHr moxe nposiBNATUCA B pisHUX ¢popmax:

_ IUH _ KM (Hanpwvknag, CoTHI
NoBigOMIIEHb, NOCTiVHI 06pa3nMBi KOMEHTapi Ha CTOPIHL).

(BMKOpUCTaAHHSA cnpaBXHix oTo/Bigeo nauHU
Ona CTBOpeHHA (herKoBUX akayHTiB Bif 11 iMeHi Ans noganbLiol
HeraTMBHOI KOMYHiKaLii; cuTyauii, Konn ogHa noanHa Buaae cebe 3a
iHLLY, BMKOPUCTOBYIOUN Maposib AOCTyny A0 11 akayHTy B couianbHuX
Mepe-xax, ©nosi, nowTi, MeceHmKepax TOLLO, a MNOTiM 3A4INCHIoE
HeraTMBHY KOMYHiKaLito).

(xeni-cneniHr), Hanpuknag, Konu
XTOCb 3HIMa€E Ha Kamepy HacumbCTBO, WO BiAOyBaETLCA B peari, Ans
NnogarnbLIOro po3noBCOIKEHHS B IHTEpHET-MepeXi.



(mowmpeHHa ocobuctoi iHdopMmadii, Hanpuknag, iHTUMHUX ¢oTo-
rpadpin, ¢iHAHCOBOro CTaHy, MACNOPTHMX AaHUX TOWO 3 METOoH
obpa3snTu abo WwaHTaxysaTu).

(po3noBclogXXeHHs1 NpMHM3NMBOI / 06pas3nmnBoi HenpaBay-
BOI iHcpopMmauii npo noguHy. Lle moxyTb ByTy TEeKCTOBI NOBIAOMMEH-
HS, OTO, MEMM TOLLIO).




YacTiwe 3a Bce 6aTbkn He 340ragytoTbCs Npo KibepOyniHr, ampke BiH
MOXe BiabyBaTUCA NPUXOBAHO.

O BOHa cTana meHLie CI'IiJ'IKyBaTVICFl 3 Apy3dMun 1a pOANHOLO,

O WBMOKO NEPEBIpPSIE NOBIAOMMEHHS, LUBMAOKO MNEPEMUKAE eKpaH
abo 30BCiM MOro BMMUKAaE, cTana MeHLWe 4acy npoBOAUTU B
IHTepHeTi;

O yHUKae BiABiQyBaHHS LIKOMM Ta BiAMOBNSAETLCA Bif 3aHATb yNHO6-
NIEHOK0 CNPaBO0 YU IHLWNX BUAIB AiSANIbHOCTI;

O 3HM3KMnacs camooLiHka abo BMEBHEHICTb;

O 3’aBuMnocs Big4yTTa TPUBOMMU, CMYTKY, 3GEHTEXEHHs, THiBy, Ans
SKMX, 30aBanocsi 0, Hemae niacTas;

O BigbyBaeTbCs YacTa 3MiHa HaCcTpO, NOBEAIHKM, 3anOAidHHS coOi
LIKOOW Ta AYMKM Npo Le.

MoBHicTio 3anobirtn KibepOyniHry NpakTUY4HO HEMOXMMBO, arne BWU
MOXXeTe 3MEHLUNTN NMOBIPHICTb TOrO, L0 Lie TPannTbCs 3 BaLUOW Au-
TMHOI Ta BXWUTW MEBHMX 3axogiB, Wob AonomorTtu il nodyeatuca B
Oe3neu,i.



flk 1 MOXy 3axmucTUTH
CBOIO [UTUHY,
IKLLLO BOHa NocTpa)kpana
Bif, KibepbyniHry?

MoroBopith 3 AUTUHOIO Ta cKaXiTh, WO Le - He ii BUHa
Asuie kibepbyniHry rosopuTtb Ginblue NPO KPUBAHUKIB, HiX NPO no-
cTpaxganux. lNoxsaniTe AUTUHY 3a Te, WO BOHA BYMHUIIA NPABUIBHO,
CKasaBLUW BaM MpPO L0 CUTYyaUito, Ta 3aneBHiTb, LLO pa3oM BM 3MOXe-
Te 3 UMM BropaTucs.

He YCKnap,HIoﬁTe. He obmexynte goctyn Ao IHTepHeTy Ta He
3abupanTte ragkeTu y QUTUHU — Lie MOXe MOTipLnTN CUTYaLito Ta BU-
KnukaTu we Binblie 3aHENOKOEHHS.

3aoxouyiTe CBOIO AMUTUHY He pearyBaTu Ha 3anfKy-

BaHHA. lHogi peakuis y BignoBigb — Le came Te, Yoro Yekae Kpusa-
HUK/-Uq, TOMY WO Le Aae nomy/in Bnagy Ta nepesary Hag nocTpax-
AanuM. IrTHOpPYBaHHA B Ui CUTyauil TakoX Moxe OyTu pilleHHAM.
3asHauTe, WO AUTUHA MOXEe NPUNUHUTK CRIiNKYBaHHS, AKLWO novyBa-
€TbCS HEKOMMOPTHO.

PozkaxiTb npo BaxnueicTb 3axucty ocobucroi iHdpop-

MalLlil Ta nepeBipTe HanawTyBaHHA NPUBATHOCTI y COLjianbHUX Me-
pexax. CTopiHKa ANTMHM y couianbHMX Mepexax Mae ByTu 3akpuToto,
MiCTUTM MiHIMyM 0coBUCTOI iHdbopMmaLii Ta ByTuK BIOKpMTOO Nuwe Ans
TUX, KOFO OUTUHA 3HaE y pearibHOMY XUTTi. [loroBopiTe Npo ue 3 gu-
TMHOIO Ta 3aoxouywnTe ii 3b6epiratn iHdbopmaLito npo cebe Ta He Ainu-
TUCS HEIO B MEpPEXI.

36epe)Kin [OKa3U. BHIMKM eKpaHa 3 3arpo3nMBMMKU MNOBILO-
MIEHHAMM, 306paKeHHAMMN Ta TeKCTaMn MOXYTb ByTu BUKOPUCTaHI
SIK JOKa3, 0cObnMBO KONWU CUTYyaList He NPUNUHAETLCS.



3a6n0KyﬁTe Ki6ep6ynepa. BinbLwicTe nporpam Ta couianbHmx

Mepex O03BONATb 3abnoKyBaTu NOBIAOMIEHHS, KOMEHTapi, oTo-
rpadii 3 BiAMITKOI YM TEKCTU Big KOHKpETHUX Nntogen. Ckopuctantecs
UMM Ta noBigoMTe cny0y NiATPMMKM MepeXi Npo Le.

BykmpaiTe piwyumx fAii. Akwo BA ckopucTanucs  BciMa
nepepa-xoBaHUMKU Nnopagamu, ane atakm He NPUNUHATLCS — BapTO
3BEPHY-TUCA 3 UMM NUTaHHAM A0 noniuii (loBeHanbHOI npeBeHLUii abo
Kibep-noniuii) Homep rapsyoi niHii Kibepnoniuyii — 0 800 505 170
(MH-4T 9:00-18:00, nT 9:00-17:00).




flkiwo auTUHA € Kibepbynepom

YcBigOMNEeHHs Toro, Wo Bawa AuTuHa moxe ByTn abo € kibepbyne-
powm, WwBuaLle 3a Bce, BUKNu4ye 6arato noyyTTiB. Bu moxeTte novysa-
TWCS CNYCTOLLUEHUMMU, 3NUMUN, 30EHTEXXEHNUMMW, 3PALKEHUMMU, BUHHUMMU
abo BigyyBaTH iHWI emouii. Hamarantecss TpumaTtn CBOI peakuii Ta
noyyTTa Nig KOHTponem, wob nig Yac po3MoOBU 3 ANTUHOK BU MO
30cepeanTncs Ha ii gisix, MoTueadii Ta notpebax, a He Ha CBOIX.

npo 3ansaKyBaHHs B IHTep-
HeTi, | nonpociTh i po3noBicTM BaM yce, Wo BOHa 3pobuna.

ym
cnpob wBenako «BupiwWNTU» Ue. NocTaBTe 3anuTaHHs, WwWob aisHaTn-
Csl, Ik AOBro TpmBae kibepOyniHr, imeHa nocTpaxaanux, imeHa 6yab-
SAKUX iHLWKWX NPUYETHUX Ocib, Ta AK ue BigdyBanocs. AKwWwo € aoka-
31 — TEKCTOBI NOBIAOMIIEHHS, POTO, KOMEHTapi TOLWO — HEXal Balla
OWUTUHA TX BaM MoKaxe.

Hemae BunpaegaHHa ang kibep-
OyniHry, ane gy»xe BaXxrMBO 3pO3yMiTU, YOMY Balla AUTMHA Bupimnna
LiSITV TaKUM YMHOM, SiKi Npobremu Npmn3Benu 4o LUboro, — ix TakoX no-
TPiOGHO BUPIWNTK. YN Lue BOHA poBUTb, TOMY LLO Haj HEel 3HyLIAETb-
Csl XTOCb iHWKUN? BoHa nepexmBae cTpec (po3nyyveHHsi, Nepeisg un
LLOCb iHWe, Wo noTpebye BupieHHN)? BoHa yaBnana, Wwo Le npocTo
«CMILLHO»?

MonpociTb ANTUHY BUAANUTU BCi NOBIOOM-
NEeHHs, 300paXkeHHs1, KOMEHTapi YM Bigeo, sKi NoB’a3aHi 3 KibepOyniH-
rom. Cnig goknacTun 3Ha4yHUX 3ycuneb, Wob BMaanuTn sikomora GinbLue
Takux marepianis.

Bubip BapiaHTiB HacnigkiB Mae BpaxoByBa-
TV BIK AMTUHW, 1T 3pinicTb, AOCBI4 Ta NnoTpebu kopuctyBaTuca IHTep-
HeToM. [MpunuHeHHs KiGepByniHry € BaXKNMBMM KPOKOM, ane npouec
He 3aKiHYy€eTbCS, MOKM He BiAbyaeTbCHa 3MiHa AYMOK Ta NOBESiHKW i He
Oyae BigWKogoOBaHO 30UTKN.



ﬂMOBipHi Hacnigku:

OutuHa ceBoiMmn gismu
7% nokasana, wWo He moxe OyTu BianoBiganbHOW B IHTep-
% HeTi, ToMy 6aTbkM MarTb SONOMOITU 3406yTU HaBUYKK
0e3neYyHoi NoBeaiHKM B MEPEXi Ta CTaTu BignoBiganbHUM
KopucTyBayeM. 3anexHo Bifg BiKy BalOi AUTUHU TUM4a-
coBe briokyBaHHA abo 0OMexeHHsA AoCcTyny A0 [HTepHETY MOXe MaTn
CeHc. AKWo ansa aiten MonoALoro Biky obMexeHHSA goctyny € 6inbLu
MOXIMBUM, TO NS OiTeNn CTapLloro BiKy Le MOXe cTatu npobrnema-
TUYHUM (NIQNITKM MOXYTb 3HaWTM cnocobu BunTn B IHTepHeT 6e3
BaLWoro Harnsay). Tomy BapTo o6roBopuTU BCi 0OMEXEHHSA Ta BCTa-
HOBWTM MpaBuna, Hanpuknag, BCTAHOBUTM Ha ragketrax (yHKUito
KOHTPOIIO 3a CiMenHo Ge3nekoro, Lo MOXe BiACTEeXyBaTu BMICT
KiGepOyniHry 4m iHWi pM3nkn; oBMEXMTN Yac, Konu nignitok nepeby-
Ba€ B MepexXi, Ta BU3HAYMTN YMOBU, 3a KX MOXHaA KOPUCTYyBaTUCS
IHTepHeTOM (Hanpuknag, Balla NpUCYTHICTb).

Y cutyauiax, konu ki6ep6by-
NiHr CYyNPOBOAXKYETLCA 3ansiKyBaHHAM Ta HaCWUbCTBOM Y
odnawiHi, € 4OpeYHM OBMEXMTU KINbKiCTb Yacy, Ky au-
TWMHa NPOBOAWTbL Ha Bynuui 6e3 BalLoi NPUCYTHOCTI. AKLLO
KibepOyniHr 3giicHIOBaBCS rpynoto AiTen, Mae CEHC Ha ae-
AKUA Yac OOMEXUTU CMINKYBaHHSA MiX yHaCcHMKaMM rpynu.

3anexHo Bif BiKy ANTUHW O0-

b NMOMOXITb I AeTanbHilwe posibpatnca 3 asumwem kibepby-

S niHry, y skux popmax e Moxe npodaBrsaTUcs, aki Hacnia-

KM OANa KpyMBOHMKA, NOCTpaxdanux i cnoctepiradis. Ons

AiTen CTapLuoro Biky Le Moxe OyTu aK OOCTiAXKEHHS, sike

ANTMHA MOXe NPOBECTU CaMOCTIHO Ta 06roBopuTU MOro
pe3ynsratv 3 Bamu.

BUBAY ] Baxnueo, wWwob antnHa Bmbadmnacsa nepen no-
CcTpaXganumu. AKLLO BOHM He rOTOBI BUCyXaTn BUbayeH-
HS, KpaLLMM BapiaHTOM Moxe ByTu HanucaTtu 1oro.



LLlo6 gonoMorTu anTuHi 3pobuTK
nepebyBaHHs B IHTepHeTi KOMbOPTHUM
Ta 6e3neyHnM, BapTO BU3HATM iCHYBaHHSA
npobneM, He 3aMOBYYBATH 1X, BiRKPUTO

CMinKyBaTUCA Mpo Te, O MOXEe HEMOKOITH
B Mepexi, Ta Pa3oM 3HaXOAUTU LLSIAXU
BUPILLEHHS.
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s KOSKHO AVUTUHY BceyKpaiHCbKUii FPOMaACbKMii LEHTP

BykneT po3pobneHo B Mexax NPOEKTY, Lo peanidyeTbcs BeceykpaiHCbKMM
rpomMaacbkMM LieHTpoM «BornoHTep» 3a niatpumkun lpegcraBHMUTBA
Outayoro ooy OOH (KOHICE®) B YkpaiHi.

Lymkn, BucnosneHi B Nybnikadii, € no3uuieto aBTopiB i He 000B’sI3KOBO
Binobpaxatotb nornsan HOHICE®.

© By «BonoHtepy, 2021

© TlpenctaBHUUTBO OdNUTA40ro
¢doHay OOH (KOHICE®)
B YkpaiHi, 2021





